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F—E LN Chapter 1 General

F£—% A TR NG BB, NG BB g Article 1 This law is enacted to protect personal information
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rights and interests, regulate personal information processing
activities, and promote the reasonable use of personal information.
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Article 2 The personal information of natural persons is
protected by law, and no organization or individual may infringe
upon natural persons' personal information rights or interests.
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Article 3 This law applies to processing of personal information
of natural persons by organizations and individuals that is
undertaken within the territory of the People's Republic of China.
This law also applies to processing of the personal information of
natural persons within the People's Republic of China that is
undertaken outside the People's Republic of China if such activities
are:

(1) for the purpose of providing products or services to natural
persons within the territory;

(2) conducted to analyze and assess the behavior of natural persons
within the territory; or

(3) in any of the other circumstances stipulated by laws and
administrative regulations.
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Article 4 Personal information means all kinds of electronically
or otherwise recorded information related to identified or
identifiable natural persons, excluding anonymized information.

The processing of personal information includes the collection,
storage, use, processing, transmission, provision and public
disclosure of personal information.
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Article 5 Personal information shall be processed in a lawful
and justifiable manner and in accordance with the principle of good
faith, and shall not be processed in a misleading, fraudulent, coercive
or similar manner.
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Article 6 The processing of personal information shall be for a
clear and reasonable purpose, limited to the minimum scope
necessary for achieving the purpose of processing, and conducted in
a manner that has the minimum impact upon personal interests, and
no processing of personal information unrelated to such purpose
shall be conducted.

HBEH% REFEAN NAZ BN 21805 AT EHE RN, AT | Article 7 The processing of personal information shall follow

MNE BACEEFEN], BRI H . 2 AYE . the principles of openness and transparency, the rules for processing
personal information shall be made public, and the purpose, method
and scope of processing shall be expressly indicated.
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the quality of the personal information, to avoid adverse effects on
personal interests due to the inaccuracy or incompleteness of
personal information.
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Article 9 The personal information processor shall be
responsible for its processing of personal information and take
necessary measures to safeguard the security of the personal
information processed.

F+% FEATLHLR . D AAEE . ATBUEM I E 4L | Article 10 No organization or individual may process personal

HAMNNER, NENFEGEEFZE. AEFZHEN AEEBEA AT | information in violation of laws or administrative regulations or

TEE o engage in personal information processing activities that endanger
national security or the public interest.

F+H—% B XK @A N NG BRI HIE, TP AERRE | Article 11 The State shall establish a sound personal information
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protection system, prevent and punish acts that infringe upon

HEs Ay AHEATNAHS . #Ee N Ot FZ 540 A2 B4R A B | personal information rights or interests, strengthen publicity and

TR . education on personal information protection, and promote the
formation of a good environment where the government,
enterprises, relevant industrial organizations, and the general public
jointly participate in personal information protection.

F+-% E RS 540 N5 BT E BRI e, {23 | Article 12 The State shall actively participate in the formulation
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of international rules for personal information protection, promote
international exchanges and cooperation in personal information
protection, and advance the mutual recognition of rules and
standards for personal information protection with other countries,
regions, and international organizations.
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Chapter Il Rules for Processing Personal Information

£ — B E Section 1 General Provisions
FT+=% TE TR —8, DAEEBAFEE T ALFEAS | Article 13 A personal information processor may process
MNME B personal information only:

(—) BEMNAHEE; (1) after obtaining the consent of the individual concerned;
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(2) when necessary for the conclusion or performance of a contract
to which the individual concerned is a party;

(3) when necessary for the performance of a statutory duty or
obligation;
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(4) when necessary for responding to a public health emergency, or
for protecting the life, health or property safety of a natural person
in an emergency;

(5) for processing publicly disclosed information to a reasonable
extent in accordance with this law;

(6) if personal information is processed to a reasonable extent for
carrying out news reporting, public opinion supervision and other
activities for the public interest; or

(7) in other circumstances stipulated by laws and administrative
regulations.

The processing of personal information under other provisions of this
law is subject to the relevant individual’s consent, except that no
consent of the relevant individual is required in the circumstances
specified in (2)-(7) above.
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Article 14 The consent to the processing of personal information
shall be given by an individual voluntarily and clearly on the premise
that the individual is fully informed. Where a law or administrative
regulation provides that the processing of personal information is
subject to the relevant individual’s separate consent or written
consent, the provisions thereof shall prevail.

In the event of any change in the purpose or method of processing,
or the types of personal information processed, the relevant
individual's consent shall be obtained again.
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Article 15 Where a personal information processor processes
personal information of a minor under 14, the consent of a parent or
another guardian of the minor shall be obtained.

BNk ETAOAREWmSET NG BABEs, PR
BURIRI R . AN N S AR BE 2 24 S B S G R mt ] [R] = i)
Eav

AN, AR AT AR AT A S B AL
BRI T o

Article 16 The individual has the right to withdraw his/her
consent to the processing of personal information undertaken based
on his/her consent. The personal information processor shall provide
a convenient way to withdraw consent.

An individual’s withdrawal of his/her consent does not affect the
effectiveness of the processing of personal information undertaken
based on his/her consent before the withdrawal.
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Article 17 The personal information processor shall not refuse to
provide a product or service on the grounds that the individual has
not consented to the processing of his/her personal information or
has withdrawn his/her consent to the processing of personal
information, unless the processing of personal information is
necessary for the provision of the product or service.
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Article 18 Before processing personal information, the personal
information processor shall prominently notify the individual of the
following matters in clear and understandable language:

(1) the identity and contact information of the personal information
processor;

(2) the purpose and method of processing personal information, the
types of personal information processed, and the storage period;

(3) the method and procedure for the individual to exercise his/her
rights under this law; and

(4) other matters subject to notice as prescribed by laws or
administrative regulations.

Where there is a change in the matters specified in the preceding
paragraph, the individual shall be notified of such change.

Where the personal information processor gives a notice of the
matters specified in the preceding paragraph by formulating rules for
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processing personal information, such rules shall be made public and
easy to access and store.
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Article 19 The personal information processor may not notify
the individual of the matters stipulated in the preceding article when
processing personal information under circumstances where a law or
administrative regulation requires confidentiality or does not require
notice.

In an emergency where, to protect the life, health and property
safety of natural persons, it is impossible to notify the individual in a
timely manner, the personal information processor shall notify them
in a timely manner after the elimination of the emergency.
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Article 20 Personal information shall be stored for the minimum
period necessary to achieve the purpose of processing. Where a law
or administrative regulation contains different provisions on the
storage period for personal information, such provisions shall prevail.
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Article 21 Where more than two personal information
processors jointly decide on the purpose and method of processing
personal information, they shall agree on their respective rights and
obligations. However, such agreement shall not affect an individual’s
right to make a request to any one of the personal information
processors in the exercise of his/her rights as prescribed by this law.

AR T , . .
Where personal information processors jointly process personal
information and infringe on personal information rights or interests,
they shall bear joint and several liability.
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party to process personal information, it shall agree with the
entrusted party on the purpose, term and method of the entrusted
processing, the types of personal information, protective measures,
as well as the rights and obligations of both parties, and supervise
the processing of personal information by the entrusted party.

The entrusted party shall process personal information as agreed,
may not process personal information beyond the agreed matters
such as the purpose and method of processing; and where the
entrustment contract is ineffective, invalid, cancelled or terminated,
the entrusted party shall return the personal information to the
personal information processor or delete such information, and shall
not retain such information.

Without the consent of the personal information processor, the
entrusted party may not further entrust another party to process
personal information.
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Article 23 Where a personal information processor needs to
transfer personal information due to reasons such as a merger or
division, it shall inform the individuals concerned of the recipient’s
identity and contact information. The recipient shall continue to
perform the personal information processor's obligations. Where the
recipient changes the original purpose or method of processing, it
shall obtain the consent of the individuals concerned again in
accordance with this law.
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Article 24 Where a personal information processor provides any
personal information processed by it to another party, it shall inform
the individuals concerned of the recipient’s identity and contact
information, the purpose and method of processing, and the types of
personal information, and obtain the separate consent of the
individuals concerned. The recipient shall process such information
within the foregoing scope concerning matters such as the purpose
and method of processing and the types of personal information. If
the recipient changes the original purpose or method of processing,
it shall obtain the consent of the individuals concerned again in
accordance with this law.
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Article 25 When personal information is used for automated
decision-making, the transparency of decision-making and the
fairness and reasonableness of the results of processing shall be
guaranteed.

When engaging in commercial marketing and information pushing
through automated decision-making, options not specific to
individuals' personal characteristics shall also be provided, or a
method to opt out shall be provided to individuals.

Where a decision that has a significant impact on an individual is
made through automated decision-making, the individual has the
right to require an explanation from the personal information
processor, and to refuse to permit the personal information
processor to make decisions only through automated decision-
making.
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Article 26 The personal information processor shall not disclose
the personal information that it processes, except as separately
consented to by the individuals concerned.
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Article 27 The installation of image collection or personal
identification equipment in public places shall be necessary for
safeguarding public safety, in compliance with the relevant
regulations of the State, and accompanied by a conspicuous signage.
The personal images and the information about personal identity
features collected may only be used for the purpose of safeguarding
public safety, and shall not be disclosed or provided to others, except
as separately consented to by the individuals concerned.
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Article 28 A personal information processor's processing of
personal information that has already been disclosed shall be
consistent with the purpose at the time it was disclosed. Where the
processing exceeds the reasonable scope related to the purpose, the
personal processor shall obtain the consent of the individuals
concerned in accordance with this law.

Where the purpose is not made clear at the time the personal
information is disclosed, the personal information processor shall
process the disclosed personal information in a reasonable and
cautious manner. To use personal information that has been
disclosed to engage in activities that have a significant impact on the
individuals concerned, the personal information processor shall
obtain their consent in accordance with this law.
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Section 2 Rules for Processing Sensitive Personal Information
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Article 29 A personal information processor may process
sensitive personal information only for a specific purpose and when
there is a sufficient necessity.

Sensitive personal information means personal information that may
cause discrimination against an individual or serious harm to

A= personal or property safety once disclosed or illegally used, including
Al_l o
race, ethnicity, religious belief, personal biological characteristics,
medical health, financial accounts, personal whereabouts and other
such information.
F=14% EHTDPANABLHEEENAEER, NAELEALIE | Article30  Where the processing of sensitive personal
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information is based on the individual’s consent, the personal
information processor shall obtain the individual's separate consent.
Where a law or administrative regulation provides that written
consent shall be obtained for processing sensitive personal
information, the provisions thereof shall prevail.
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Article 31 When processing sensitive personal information, the
personal information processor shall also inform the individual
concerned of the necessity of processing such information and the
impact on the individual in addition to the matters specified in Article
18, Paragraph 1 of this law.
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FT=1 % . ATEBUE T A FREURAN NG BN E N 24 | Article 32 Where a law or administrative regulation provides

FH AT BOA AT B B VE B H A PR 1 1), MIELHELE that relevant administrative licenses shall be obtained for or imposes
other restrictions on the processing of sensitive personal
information, the provisions thereof shall prevail.

F= BEFHAEEANANE BRI E Section 3 Special Provisions on Processing of Personal Information
by State Organs
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information by State organs; where there are special provisions in
this section, such provisions shall prevail.
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Article 34 A State organ's processing of personal information for
the purpose of performing its statutory duties shall be conducted in
accordance with the authority and procedures as prescribed by laws
and administrative regulations, and may not exceed the scope and
limits necessary to perform its statutory duties.
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Article 35 A State organ's processing of personal information for
the purpose of performing its statutory duties is subject to a notice
to and the consent of the individual concerned in accordance with
this law, except where laws or administrative regulations require
confidentiality, or where a notice and obtaining consent will hinder
the State organ's performance of its statutory duties.
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Article 36 Personal information processed by State organs shall
be stored within the territory of the People's Republic of China.
Where it is truly necessary to provide such information to a party
abroad, a risk assessment shall be conducted. Relevant departments
may be required to provide support and assistance for risk
assessments.
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Article 37 This law’s provisions on the processing of personal
information by State organs apply to the processing of personal
information by an organization carrying out its statutory duties,
where the organization has the regulatory function to administer
public affairs delegated to it under laws and regulations.
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Chapter lll Rules for Cross-border Provision of Personal Information
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Article 38 Where it is truly necessary for a personal information
processor to provide personal information to a party outside the
People's Republic of China for business or other needs, at least one
of the following conditions shall be satisfied:

(1) passing the security assessment conducted by the cyberspace
administration department of the State in accordance with Article 40
of this law;

(2) undergoing personal information protection certification
conducted by a specialized agency in accordance with the
requirements of the cyberspace administration department of the
State;

(3) concluding a contract with the overseas recipient in the standard
form promulgated by the cyberspace administration department of
the State, to agree on the rights and obligations of both parties, and
supervising its personal information processing activities to ensure
they meet the personal information protection standards specified in
this law; or

(4) meeting the other conditions prescribed by laws, administrative
regulations or the cyberspace administration department of the
State.
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Article 39 Where a personal information processor provides
personal information to a party outside the territory of the People's
Republic of China, it shall notify the individual concerned of the
identity and contact information of the overseas recipient, the
purpose and method of processing, the types of personal
information, as well as the method for the individual to exercise his
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or her rights hereunder against the overseas recipient, and obtain
the individual’s separate consent.
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Article 40 Critical information infrastructure operators and
personal information processors processing personal information
that reaches the amount prescribed by the cyberspace
administration department of the State shall store within the
territory of the People's Republic of China the personal information
collected and generated therein. Where it is truly necessary to
provide such information to a party abroad, they shall pass the
security assessment conducted by the cyberspace administration
department of the State; where a law, administrative regulation or
requirement of the cyberspace administration department of the
State provides that the security assessment is not required, the
provisions thereof shall prevail.
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Article 41 Where a judicial or law enforcement authority outside
the People’s Republic of China requests the provision of any personal
information stored in the People’s Republic of China, no such
information shall be provided without approval by the competent
authority of the People’s Republic of China; and where international
treaties or agreements concluded or acceded to by the People's
Republic of China have relevant provisions, such provisions may be
followed.
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Article 42 Where an overseas organization or individual engages
in personal information processing activities that harm the personal
information rights or interests of citizens of the People's Republic of
China, or endanger the national security or the public interest of the
People's Republic of China, the cyberspace administration
department of the State may include such organization or individual
in a list of parties to whom provision of personal information is
restricted or prohibited, make an announcement thereof, and take
measures to restrict or prohibit the provision of personal information
to such organization or individual.
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Article 43 Where any country or region adopts discriminatory
prohibitive, restrictive or other similar measures against the People's
Republic of China in respect of personal information protection, the
People's Republic of China may take equivalent measures against the
country or region according to the actual circumstances.
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Chapter IV Rights of Individuals Concerning Personal Information
Processing Activities

FH+P9% PNASHDNANEBRAFEZEAHEM . hER, G | Article 44 The individual has the right to be informed of and

PUPR ) 3% 3 36 4ot A NS BT AT, V. 47N ) | decide on the processing of his/her personal information, and the

H N E AR o right to restrict or refuse others to process his/her personal
information, unless otherwise provided for by laws or administrative
regulations.
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in the circumstance as prescribed in Paragraph 1 of Article 19 of this
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Where the individual requests access to or copies of his/her personal
information, personal information processors shall provide such
information in a timely manner.

BIFA%K DAKIEA NG EAHEREE AR, AP0
RANGERAEFFHIE. 45T

ANIEREIE AFEHA NGB, A NG B AL B 20
MERFUZSE, JEAIEIE. $h7E.

Article 46 Where the individual discovers that his/her personal
information is inaccurate or incomplete, he/she has the right to
request personal information processors to make corrections and
supplements.

Where the individual requests that his/her personal information be
corrected or supplemented, the personal information processor shall
verify his/her personal information and make corrections and
supplements in a timely manner.
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BHB%F A NIEBZ K, DG BN 5k
AMNEE DMEEALEE RMERK, A RS RMER:

(—) KACHH LB ST B H AAS L 2

(=) DMNE B EAT bR A= B k55, B R A7 AR
CJe i 5

(=) DAHEE

(W0 ANE B S SIEA . ATBEA B 8 e 205 Ab 3
MWNENSY

(4D 4 ATEEEMRUE AR E .
A ATBUEUE M ORAF IR AR e, BB IR A5 B

AR EMECASEIR), AN NG EAL TR B 245 1B BR AR A AR B 1
2RI AN AL P .

Article 47 A personal information processor shall delete
personal information on its own initiative and, if the personal
information processor fails to do so, the individual shall have the
right to request deletion:

(1) if the purpose of processing has been achieved, or the
information is no longer necessary for achieving the purpose of
processing;

(2) if the personal information processor stops providing the
products or services, or the storage period has expired;

(3) if the individual withdraws his/her consent;

(4) if the personal information processor processes personal
information in violation of any law, administrative regulation or
agreement; or

(5) in other circumstances as prescribed by laws or administrative
regulations.

Where the storage period as prescribed by laws or administrative
regulations has not expired, or the deletion of personal information
is technically difficult to achieve, the personal information processor
shall stop processing the personal information, except for keeping
the same and taking necessary security protection measures.

BH\F DNABERD NG AL HE A NE B AU
AT AR o

Article 48 The individual has the right to request the personal
information processor to explain its rules for processing personal
information.

BENHL BRNETN, AEMERDAENNE BB
BN, H IR RAT AL

Article 49 After a natural person dies, the rights he/she may
have had as an individual in personal information processing
activities under this Chapter shall be exercised by a close relative.

BRT% DGRBS LA NAT RS S 32 2
ANAELFEHLA o FELEA NAT CERCR BT SR B, =35 B

Article 50 The personal information processor shall establish a
mechanism for accepting and processing the individual’s application
for exercising his/her rights. Where such an application is rejected,
the reason shall be explained.

BREMNE BAEE K XS

Chapter V Obligations of Personal Information Processors

BHE—% MAEEAHEE N LB ENNEERAFEE K. A
PR ADAE BRSNS NHIFEIR . 0] BEAEAE 122 4 X
s, KB BRI NS B PG Sh AT 908 . TR
IFRE, B 1E RSB T [H] LL KA A A5 B 25 5l 5 4k 57 B
B, MR

1] 58 PN S L) PR A AR s

AN NAG B ST 40 R FE

SKEUAH RN« Fbm iR 5 2 4 3 AR i

(M0 A B E DN NS AL B RERAEBUR,  IFE X ML 5
BEAT 2 H0m M

(F il FH LR NS B 2% e FH N ST
(ND IR ATEEEIUE 1 HAb 3 i .

)
(=)
(=)

Article 51 The personal information processor shall, according to
the purpose and method of processing, the types of personal
information, the impact on individuals and potential security risks,
take necessary measures to ensure that the processing of personal
information is in compliance with laws and administrative
regulations, and prevent unauthorized access to, breach, theft,
falsification, or deletion of personal information:

(1) formulating an internal management system and operation rules;
(2) implementing classified personal information management;

(3) taking the corresponding technical security measures, such as
encryption and de-identification;

(4) reasonably determining operation authority for processing
personal information, and regularly providing security education and
training for employees;

(5) formulating and organizing the implementation of a plan of
emergency response to personal information security incidents; and

(6) taking other measures as prescribed by laws or administrative
regulations.

BHT % BEANNERXBIERMERT I EHENDNE
A N AR EAN MNME BRI DTN, ST NG B AR
2 LRI DR 1 it <5 AT M B

Article 52 The personal information processor processing
personal information that reaches the amount specified by the
cyberspace administration department of the State shall designate a
person in charge of personal information protection to supervise
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NG B AL N A AT NE BRI st NIRRT IRKE
NG BRI ARZE A BRRTT SRR AT N E B AR
H/\J\ E/] IIIBI—‘I o

personal information processing activities and the protective
measures taken.

The personal information processor shall disclose the contact
information of the person in charge of personal information
protection, and report the name and contact information of such
person to the department performing personal information
protection duties.

Rkk#

BhH=% A =KE T FOER e N RS E B A
MNEBACERE, W= AE A e NN 58 N 857 LTI B 1
AR, OB NS B ORTAHRFST, FERAA I A4 PR
s AR IEEA . AR T USRI R A 4Ahu%$AA%$

1,

Article 53 A personal information processor outside the territory
of the People’s Republic of China as specified in the second
paragraph of Article 3 of this law shall establish a specialized agency
or designate a representative within the territory of the People’s
Republic to be responsible for matters related to personal
information protection, and report the name and contact
information of the relevant agency or representative to the
department performing personal information protection duties.

FHTTYEAN NG BAC TG N 24 E
A ATBERR RS T &

N NAE B AL PRI B 18 5

Article 54 A personal information processor shall regularly audit
its personal information processing activities’ compliance with the
provisions of laws and administrative regulations.

FHTHEK DNEBAEE N S TN NG BB IEShEH
HTHEAT US4, FEX A 3RS k4710 5%

(—) MHEBUENMANER;
(=) M NG BT B 3l k5K

(=) RICAEDNEE. FMARBEDANEE. 2TFPNE
QEDEREIE: VI SOPNEFSY

() HABXAS NG BEARFE A NS S A B ES) .

IRV PP A PR P9 28 B 24 45

(—) PANEERAHEB R, BT AERGEE B4,
Uy

() XA NBIRE 0 L A RE

(=) PreREUn 2R L S avA. A RO S XL
1E o

RS PP A 3 o A AR B DL IC B 4 2D fRAF =4

Article 55 The personal information processor shall conduct risk
assessments for the following personal information processing
activities in advance and record the processing:

(1) processing sensitive personal information;
(2) using personal information for automated decision-making;

(3) entrusting others to process personal information, providing
personal information to another party, and disclosing personal
information;

(4) providing personal information abroad;

(5) other personal information processing activities with a major
impact on individuals.

The scope of a risk assessment shall include:

(1) whether the purpose and method of processing personal
information are lawful, justifiable and necessary;

(2) the impact on individuals and the level of risk; and

(3) whether the security protection measures taken are lawful,
effective and appropriate to the level of risk.

Risk assessment reports and processing records shall be kept for at
least three years.

BhT7NF DAMEEAEE LRI NEEMEER, B A7EIR
BNt it B REAT D NS BRSBTS T IS N

LIPSO LI T
(=) DMAEEMEE R

QEOR| ¢ SN EISYLE S RN 3 IRy Er—F
(=) CRIUPAN A it 5
CPD AN RT AR 3048 1 35 PO 9 i

(1) DMNE AL 1R 5 3.

AN NAF B AL B A R i B % A R0 G5 B R I R K, A

MNEBALEE BB N; (H2, 81 4AEM%F$AW
AT AN NAB B g5 AT BEXS A NG AR FH 1, A BUESRAS A&
EALEE BRI N

Article 56 Where a personal information processor discovers a
personal information breach, it shall immediately take remedial
measures and notify the department performing personal
information protection duties and the individuals.

The notice shall include the following matters:
(1) cause of personal information breach;

(2) types of the personal information breached and the possible
harm;

(3) remedial measures taken;
(4) measures that the individuals can take to mitigate harm; and
(5) contact information of the personal information processor.

Where the measures taken by the personal information processor
can effectively avoid damage by the information breach, the
personal information processor may give no notice to the individuals;

9
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however, if the department performing personal information
protection duties believes that the personal information breach may
cause damage to the individual concerned, it has the right to require
the personal information processor to notify the individuals.

%ﬂ"l"b% PAER M HEBEN SRS FH P BEE K. A% | Article57 A personal information processor that provides

KRG IR NEBAEE, MNYET NI 5% fundamental Internet platform services, has a huge number of users,
or engages in complex types of business shall:
(—) BOLFEZEH AN A AR, XA B AL S
AT I (1) establish an independent organ principally comprising external

members to supervise personal information processing activities;

(D 0 EIE ROEE . ATBUEAL B NE BT & N 87 i
o S, (2 R R 4 (2) stop providing services to those product or service providers in its
' platform that have committed serious legal or regulatory violations

B in their processing of personal information; and

»

(=) EMRAN NME BRI SRR, 2SR

(3) regularly issue social responsibility reports on personal
information protection, and accept public supervision.

BHT )\ % ?ﬁxéT%ﬂLii/\j\1m,u ¥, MNYJEITAZHL | Article 58 A party entrusted to process personal information

T X5, KB B AR FE AN S  NE B 24 shall perform the relevant obligations specified in this Chapter, and
take necessary measures to safeguard the security of the personal

information processed.

FANE BITNINE B ERTRE] Chapter VI Departments Performing Personal Information
Protection Duties

BRT L% EFRMNEZHTIHEREDRN NS BT TAEFAE | Article 59 The cyberspace administration department of the
R BEEH TAE. EEBEA T MK ARVEFG 4. {TES: | State is responsible for the overall planning and coordination of

P E, 7R AR YEE A 5 N NS B s B s 1 T personal information protection and the relevant supervision and
Ve, administration efforts. The relevant departments of the State Council

shall, pursuant to this law and other relevant laws and administrative

B UL 5 NG E T TN MNE BAR A0 s B PR regulations, take charge of personal information protection and

%, WEEZEE M ERE. supervision and administration efforts.
T 05 B BB 1T GRS JBAT A MNAZ AR BN B (2R 1] The duties that the relevant departments of local people's

governments at county level or above have for personal information
protection and for supervision and administration shall be
determined in accordance with the relevant regulations of the State.

The departments specified in the preceding two paragraphs are
collectively referred to as the department performing personal
information protection duties.

FAT% JBAT A NE BRI ER ST AT VB AT S A A B AR | Article 60 The department performing personal information
PHR T protection duties shall perform such duties by:

(—) HFREMNMNEEGEPEAEHE, 85, WEAN NS B (1) conducting personal information protection publicity and
FIF A ME B T AR, education, and guiding and supervising personal information
processors' personal information protection efforts;

() #2532, REE5DNE BRI ARIOBF. 253K

(2) accepting and dealing with complaints and reports related to

(=) T, AFEEAN NS BAFES), personal information protection;
(P0) S ATEUEIEE B HoAb R 5 (3) investigating and dealing with illegal personal information

processing activities; and

(4) performing other duties stipulated by laws and administrative
regulations.

BT —% BEFRMNEIHTISE DG CET MKYEA 3 % | Article 61 The cyberspace administration department of the State
MMNE BARI TAE: shall coordinate the relevant departments to advance the following
personal information protection work in accordance with this law:

(=) HIEANNE BRI BARKI . ik
(1) formulating particular rules and standards for personal

(=D BFRHBURA NS B LR R A N TR BESEHHR . # | information protection;
RifH, #1551 T NS BRI bR | - | |
(2) formulating specific rules and standards for personal information

(=) ZHEMRIFRZSE . TERE TS IEE A, with respect to sensitive personal information as well as facial

recognition, artificial intelligence and other new technologies and
new applications;

10
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(D0 AN NS BRI AT R R e, SCFRFA RHIT
e NME BRI VPG IAIEARSS

(3) supporting the research and development of secure and
convenient electronic identity certification technologies; and

(4) advancing the establishment of a social service system for
personal information protection, and supporting the relevant
organizations' offering of personal information protection
assessment and certification services.

AT ZF BTN NE BRI ST VRTINS NE SRR
5T, ATLCRECH 514 it

(—) WHAXRBFEN, HESDNE LSS A KT
s

(=) AR, BHHFANSDPNEBLABEENEGRNER. D
3 KDL HA A SR BB

(=) sLiBlptad, PN AME B PSS TR
7

(D FESPAELSABESARNBE . Yk AU
UEBE A NME B AL BRSSPt [ASHE ] £ 25t
NAsmdk s Freedibie, L AR EE .

JEAT A NG BARA IAST E8T TKE B AT IR 5T
g, mes, AMEIEZE. FHBE.

H AN T L)

Article 62 A department performing personal information
protection duties may take the following measures when performing
such duties:

(1) inquiring the relevant parties and investigating circumstances
related to personal information processing activities;

(2) accessing and copying the parties' contracts, records, account
books and other information related to personal information
processing activities;

(3) conducting on-site inspections and investigating suspected illegal
personal information processing activities;

(4) inspecting equipment and articles related to personal information
processing activities; sealing up or seizing equipment and articles
related to personal information processing activities that have been
proved illegal by evidence available, subject to a written report to
and approval by the principal person in charge of the department.

The department performing personal information protection duties
shall perform its duties in accordance with the law, and the parties
concerned shall provide assistance and cooperation therefor, and
may not refuse or obstruct the department's performance of duties.

FEAT=% BITONGEEGRP IS I ETIR TR, R
MG BAL IS S AR BRI B0 KA NS B2 23,
AT LA BRI E A BRANFE F7 %A NS B 2R 2 132 8 AR RN BL
HEEAMTNATAIR, B ERAN NG B THE AL
X HAN NS B AL ER g shidk AT & %Lﬂavf WNEISY S BV S
SRR, TR, HRRER R

Article 63 Where the department performing personal
information protection, in performing its duties, discovers high risks
in a personal information processing activity or the occurrence of a
personal information security incident, it may interview the personal
information processor’s legal representative or chief principal
pursuant to the prescribed authority and procedures, or require the
personal information processor to engage a professional firm to
audit the compliance of its personal information processing
activities. The personal information processor shall take necessary
measures for rectifications and elimination of hidden hazards as
required.

% NTHU% ARMTHAL A NEBOSEEAN NE BB 3
TANE BRI BITTHI AT THATHOR . 284 WBIFUR. 254
%HV%W&&%&@ TR AL BRI G FIBOSF . 2R

NG BRI BTN A AT 2RI R TT

Article 64 Any organization or individual may file a complaint or
blow the whistle on illegal personal information processing activities
to the department performing personal information protection
duties. The department that receives such complaint or whistle-
blowing shall deal with it in a timely manner in accordance with the

;Eﬁ‘]o law, and notify the complainant or whistleblower of the results.
The department performing personal information protection duties
shall publicly announce the contact information for accepting
complaints and whistle-blowing.

BLHE EERA Chapter VII Legal Liability

EATRF ERAENELHENNGER, BF LA AMEER
2 MR E R IO Z W 2 e R IR, B AT D S BRI 5T
FIESIIDT0IE, P %Es, RoEEmE: EAMIER, IRt

—E IR R S EAR AT IS N R E s R
fb—Ti7e A BT 70 BT TR
ARTRHE KEEAT Jy, B R, BB D NE BRI ST

M%HmvﬁE,&WL&%ﬁ,ﬁkﬁ?ﬁmuT&%L E
Emﬁﬁﬁ P T DN NI = O ST B S et AR SN AN £

ﬁﬁﬁiiﬁwﬂ%%ﬁ%ﬂﬂﬁTﬁ%%%ﬁﬁﬂm,ﬂ
E%ﬁ IEN=PNAR IR (NS R3E s PN AL O A b S el E WA b v
PLR 302K

Article 65 Where personal information is processed in violation
of the provisions of this law, or without taking necessary security
protection measures as required, the department performing
personal information protection duties shall order the processor to
make rectifications, give it a warning, and confiscate its illegal gains;
a fine of less than one million yuan shall be concurrently imposed on
the processor if it refuses to make rectifications; and a fine ranging
from 10,000 yuan to 100,000 yuan shall be imposed on the
supervisor directly in charge and other directly liable persons.

Where there is a violation of law as prescribed in the preceding
paragraph and the circumstances are severe, the department
performing personal information protection duties shall order the
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processor to make rectifications, confiscate its illegal gains, and
concurrently impose a fine of not more than 50 million yuan or not
more than 5% of its turnover for the previous year, and may order
the processor to suspend the related business, stop doing business
for rectifications, or notify the relevant competent authority to
revoke the relevant business permit or business license; and a fine
ranging from 100,000 yuan to 1 million yuan shall be imposed on the
supervisor directly in charge and other directly liable persons.

FEATAE AARTIERIEEAT AN, KA B TEE
M EIC NG E, FETFUAR.

Article 66  Any violation of this law shall be recorded in credit files
pursuant to the applicable laws and administrative regulations, and
be disclosed to the public.

%A+{% FE FZHLRABAT ATEIE B N5 BRI LS5 1Y,
H EZHREGE BAT NG BRI ST AR ] 522l MW HE
ﬁ\AMI 7N UM B3R ST N RAKIE S T4k 0

Article 67 Where a State organ fails to perform its personal
information protection duties as prescribed by this law, its superior
organ or the department performing personal information
protection duties shall order it to make rectifications; and the
supervisor directly in charge and other directly liable persons shall be
punished pursuant to the law.

BEATINF DMEEBERAN NG BB FESZERE, i
MNEBALEEE ANGEUE A QB I, BRI H A2 551
BSE-

IR RIE P98 35 T 2 DA A N PR 32 B A 0 R B S B R
Ke PR ARG M s i s S A2 BRI R AN NS B AL
B DR LR A O 2 o ARG S 1Y), R ST Bt 0 8 2 T o

Article 68 Where any personal information right or interest is
infringed due to a personal information processing activity, and the
personal information processor is unable to prove it is not at fault,
the personal information processor shall be liable for compensation
and bear other liability for the infringement.

The liability for compensation specified in the paragraph above shall
be determined on the basis of the actual losses suffered thereby by
the individuals concerned or the gains thereby received by the
personal information processor; where it is difficult to determine the
actual losses suffered by the individuals concerned and the gains
derived by the personal information processor, the amount of
compensation shall be determined on the basis of the actual
circumstances.

BATIF PDAEEAEETRAFRE AN NEL, &F
REN IR, NREEG. BT DAE SR IS

Article 69 Where a personal information processor processes
personal information in violation of the provisions of this law and

FIE R AZ 310 2 2] DUk v 1) N RV B # iR 14 infringe on the rights or interests of many individuals, the People's
Procuratorate, the department performing personal information
protection duties, and the organization determined by the
cyberspace administration department of the State may file a lawsuit
with the people's court in accordance with the law.

FHt+% AR, MWRGE R ZE AT N, Ki%45 | Article 70 Any violator of this law shall be subject to an

TR ZEBALTT MBIERN, RIKIE TN HETHE.

administrative penalty for public security if the violation constitutes a
violation of public security regulations, or be held accountable for
criminal liability if the violation constitutes a crime in accordance
with the law.

55 )\ Z U

Chapter 8 Supplementary Provisions

Ft+—% BHRARNAEEREHSEENNGEER, A&
A

A B RN RBUG S R T THA S e i A58 S
P NE B BERER), & HEE.

Article 71 This law does not apply to the processing of personal
information by a natural person for his or her personal or family
affairs.

Where laws have provisions on the processing of personal
information in respect of statistics and archive administration
organized and implemented by the people's governments at all levels
and their relevant departments, such provisions shall apply.

BETF KRETIHERE XL

(=) PMNEELHE, A ERELH AR, L2 5%
MNERAEHFIHL . DA

(=) HAMLISR, RAEAAAMEEXANHAT RN 2TBEL %
OZ I 200 AR (B AROLSE, @ T ENUE R B3
Brs PR IFEEAT SRR SD .

Article 72
follows:

The following terms used in this law are defined as

(1) A personal information processor means an organization or
individual that independently determines matters concerning the
processing of personal information such as the purpose and method
of processing.

(2) Automated decision-making means the activity whereby personal
information is used to automatically analyze, assess, and make
decisions on an individual’s behavior and habits, interests and
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(=) EWiRth, B2FENMMAEERLHE, FHEAEDESLN | hobbies, economic, health, credit and the like through computer

BRBIEOL T RV E B RN AR . programs.
(D B4, BN AE R E IR EHR A H | (3) De-identification means the process whereby personal
ABeE A f it R information is processed so that no specific natural person can be

identified without using additional information.

(4) Anonymization means the process whereby personal information
is processed so that no specific natural person can be identified and
such information cannot be restored.

FBLt+=% AEHFEHHEET. Article 73 This law shall become effective as of MM/DD/YY.
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